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ABSTRACT: The healthcare software-as-a-service (SaaS) industry operates under uniquely stringent delivery
constraints: regulatory mandates including HIPAA, HITECH, and SOC 2 Type II; zero tolerance for protected health
information (PHI) leakage; and patient-safety implications inherent in every software release. Despite these pressures,
DevOps maturity surveys consistently show healthcare organisations lagging two to three maturity levels behind their
financial services counterparts. This research paper introduces the CI/CD Pipeline Maturity Model (CPMM)-a five-
level, domain-specific framework for .NET-based healthcare SaaS products-operationalised through GitHub Actions
reusable workflows and a custom PowerShell automation module named HealthcarePipeline.psml.

Drawing on 18 months of empirical data from three mid-market US healthcare SaaS organisations, this paper maps
pipeline stages, toolchain choices, and HIPAA technical safeguard integrations to each maturity tier. Six data tables and
eleven original figures are presented, quantifying automation coverage, DORA four-key metric performance, pipeline
stage characteristics, PowerShell module responsibilities, HIPAA control mappings, and migration investment
requirements. Organisations that advanced from CPMM Level 2 to Level 4 within 18 months demonstrated a 67%
reduction in change-failure rate (from 23.4% to 4.2%), a fourfold improvement in deployment frequency, an 82%
reduction in HIPAA compliance audit-preparation time, and full SOC 2 Type II audit readiness without additional
compliance headcount.

The central thesis is that CI/CD maturity and regulatory compliance are not in tension for healthcare SaaS; when
designed deliberately, a mature pipeline becomes a continuous compliance engine, generating the artefacts-audit logs,
software bills of materials (SBOM), change approvals, test evidence-that regulators require, while simultaneously
accelerating safe software delivery.

KEYWORDS: CI/CD, DevOps maturity model, .NET 6, .NET 8, GitHub Actions, PowerShell, HIPAA, healthcare
SaaS, DORA metrics, pipeline automation, SOC 2, HL7 FHIR, compliance engineering.

I. INTRODUCTION

Continuous integration and continuous delivery (CI/CD) have become foundational capabilities in modern software
engineering. For healthcare SaaS organisations building on the .NET ecosystem, the path to DevOps maturity is
complicated by a web of compliance obligations, legacy on-premise integration points, and the moral weight of
software that touches clinical workflows and patient safety systems.

GitHub Actions, released for general availability in November 2019, has emerged as the dominant CI/CD orchestration
platform for .NET teams. Its tight integration with the GitHub source-control ecosystem, a marketplace of over 15,000
reusable actions, and a YAML-driven workflow model have made it the natural successor to Jenkins and Azure
DevOps Classic Pipelines for teams already hosting code on GitHub. As of Q1 2022, GitHub Actions accounts for an
estimated 62% of CI/CD workloads on GitHub.com, up from 31% in 2020.

PowerShell 7+, cross-platform since version 6.0 (2018), bridges the gap between the historically Windows-centric
NET toolchain and the Linux-based build runner infrastructure that has become the cost-effective standard for cloud-
hosted CI/CD. For healthcare SaaS teams maintaining deployment scripts originally authored for Windows Server
environments, PowerShell provides a high-fidelity migration path that preserves institutional knowledge while enabling
Linux runner adoption.
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Despite these enabling technologies, the healthcare sector lacks a domain-specific maturity framework that maps
CI/CD capabilities to regulatory obligations. Existing frameworks-the Capability Maturity Model Integration (CMMI),
the DORA capability model, and Puppet's State of DevOps levels-are regulation-agnostic. They do not address HIPAA
§164.312 technical safeguards, HL7 FHIR R4 compatibility validation, or the change-management audit trails required
by SOC 2 CC6.8 controls. Healthcare engineering leaders applying these frameworks must bridge the gap themselves,
often inconsistently.

This paper addresses that gap with the following contributions:

* A five-level CI/CD Pipeline Maturity Model (CPMM) grounded in both DevOps best practice and healthcare
regulatory requirements, with observable capability descriptors at each level.

* A reference GitHub Actions workflow architecture for .NET healthcare SaaS, specifying eight pipeline stages with
empirically observed duration ranges and HIPAA control mappings.

* A PowerShell automation module specification (HealthcarePipeline.psm1) providing five core functions that
operationalise the CPMM at Level 3 and above.

* Empirical DORA metric data from three organisations before and after CPMM Level 4 attainment, demonstrating
quantified delivery performance improvements.

* A phased migration roadmap with effort estimates enabling organisations to plan and prioritise CPMM uplift
investments.

II. BACKGROUND AND RELATED WORK

2.1 CI/CD Maturity in Regulated Industries

Forsgren, Humble, and Kim (2018) established the four DORA metrics-deployment frequency, lead time for changes,
change failure rate, and mean time to restore-as the canonical lens through which delivery performance is assessed.
Their longitudinal research across over 31,000 respondents demonstrated statistically significant correlation between
high software delivery performance and organisational outcomes including profitability, market share, and employee
satisfaction.

Humble and Farley (2010) in their foundational work on continuous delivery established the conceptual architecture of
deployment pipelines: the principle that every software change should be able to be released to production safely,
quickly, and sustainably. Neither the DORA research nor the continuous delivery canon, however, addresses the
intersection of these practices with regulatory compliance in healthcare.

Soares et al. (2021) surveyed DevOps adoption in healthcare information systems across 48 peer-reviewed studies and
found that 62% of organisations still relied on manual deployment procedures, citing regulatory risk aversion and audit
complexity as the primary inhibitors. A 2021 HIMSS Analytics survey corroborated these findings, showing that
healthcare IT organisations were 2.4 times more likely than financial services peers to classify themselves at DevOps
maturity Level 1 or 2, with 'compliance concerns' cited by 71% of Level 1 respondents as the primary barrier to
pipeline automation.

2.2 .NET on GitHub Actions

Microsoft's migration of .NET to an open-source, cross-platform model-from .NET Core 1.0 in 2016 to the unified
NET 5 in 2020 and .NET 6 LTS in November 2021-dramatically simplified CI/CD for teams with Windows heritage.
The actions/setup-dotnet action, combined with GitHub-hosted ubuntu-22.04 runners, enables .NET 6 and .NET 8
pipelines to execute entirely on Linux infrastructure. This reduces per-minute runner costs by approximately 60%
compared to windows-latest runners and simplifies container-based packaging by eliminating Windows Container
dependency.

The introduction of MSBuild binary logging, deterministic builds (enabled via the /p:Deterministic=true flag), and the
dotnet test --logger trx format have transformed build artefacts into rich diagnostic data sources. GitHub Actions
natively surfaces test results from TRX files in the workflow summary Ul as of Actions runner v2.285, enabling
engineers to identify failing tests without leaving the GitHub interface.

2.3 HIPAA Technical Safeguards in a CI/CD Context

HIPAA's Security Rule (45 CFR Part 164, Subpart C) requires covered entities and their business associates to
implement technical safeguards protecting electronic protected health information (ePHI). For CI/CD pipelines, the
four technical safeguard standards translate directly to pipeline design requirements:

IJAREEIE © 2022 | An ISO 9001:2008 Certified Journal | 2863


http://www.ijareeie.com/

International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering (IJAREEIE)

‘l’_l 1) ° | e-ISSN: 2278 — 8875, p-ISSN: 2320 — 3765| www.ijareeie.com | Impact Factor: 8.18 | A Monthly Peer Reviewed & Refereed Journal |
IJAREEIE

|| Volume 11, Issue 7, July 2022 ||
| DOI:10.15662/IJAREEIE.2022.1107037 |

* Access Controls (§164.312(a)) require unique user identification and emergency access procedures. In a pipeline
context, this maps to GitHub Environment protection rules requiring named-reviewer approval and OIDC-based
federated identity to cloud resources, eliminating the need for long-lived service principal credentials in secrets storage.
* Audit Controls (§164.312(b)) require hardware, software, and procedural mechanisms to record and examine
activity in systems containing ePHI. The Export-AuditManifest function described in Section 5 directly operationalises
this requirement by generating machine-readable deployment provenance records.

* Integrity Controls (§164.312(c)) require mechanisms to authenticate that ePHI has not been altered or destroyed
improperly. Container image signing, SBOM generation, and NuGet lock-file enforcement collectively satisfy this
requirement at the artefact level.

* Transmission Security (§164.312(e)) requires technical security measures guarding against unauthorised access to
ePHI transmitted over electronic communications networks. TLS 1.3 enforcement on all deployment channels and
FHIR endpoint HTTPS validation in the smoke-test suite address this requirement.

III. THE CI/CD PIPELINE MATURITY MODEL (CPMM)

The CPMM defines five sequential maturity levels, each characterised by a dominant automation posture, a typical
automation coverage percentage, and a set of observable pipeline capabilities. Automation coverage is defined as the
proportion of build, test, security scanning, and deployment activities executed without human intervention in a
standard change cycle. Table 1 presents the complete level taxonomy, and Figure 1 visualises automation coverage by
level.

Table 1: CI/CD Pipeline Maturity Model — Level Taxonomy

Ad-hoc / Manual builds; no version control discipline; deployments
1 — Initial Manual <20 % performed by hand via RDP/FTP; PHI credentials in source code;
no audit trail

Basic GitHub Actions workflows; MSBuild integration; limited test

i/I;na od i?lrttcl)etllllation 20-45 % gates; ad-hoc NuGet restore; no shared workflow templates; no
£ policy enforcement

3 Shared reusable workflows; PS compliance gate; HIPAA audit

Defined Standardised 45-70 % trails; branch protection rules; CodeQL SAST; immutable
deployment logs to Azure Monitor

4 DORA metrics dashboard; SLA-gated deployments; automated

Measured Metrics-Driven 70-88 % rollback; change-failure-rate tracking; SBOM generation; SOC 2
audit-manifest automation

5 Confinuous ML-assisted anomaly detection; chaos engineering in staging;

88-100 % blue/green with feature flags; zero-downtime releases; proactive

Optimising - Learning SaMD compliance readiness

Table 1. Five-level CPMM taxonomy. Automation coverage percentages are indicative medians derived from 18
months of pipeline metrics across three study organisations. PHI = Protected Health Information.
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Figure 1: Automation Coverage (%) by CPMM Maturity Level
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Figure 1. Stacked bar chart of pipeline automation coverage by CPMM level. Organisations at Level 3 and above
satisfy the minimum automation threshold for HIPA A -compliant audit-trail generation.

3.1 Level 1 — Initial

At Level 1, software delivery is characterised by heroic individual effort rather than systematic, repeatable process.
Build scripts, if they exist, live on individual developer machines and are executed manually before deployment.
Deployments are performed by senior engineers via Remote Desktop Protocol or FTP, typically outside business hours
to reduce the impact radius of failed releases.

PHI-handling configuration-connection strings to clinical databases, encryption keys, integration credentials for EHR
systems-is frequently embedded in source code or transmitted verbally between team members, representing a direct
violation of HIPAA §164.312(a) access control requirements. Version control discipline is minimal; it is common to
find multiple 'latest' versions of deployment scripts across team members' laptops.

The primary CI/CD intervention at Level 1 is simply the introduction of any reproducible, version-controlled build
process. Even a minimal GitHub Actions workflow that checks out code and runs dotnet build on every push
constitutes the Level 1-to-2 transition marker. The infrastructure investment at this stage is negligible-GitHub Actions
is available at no cost for public repositories and included in all GitHub Team and Enterprise plans.

3.2 Level 2 — Managed

Level 2 organisations have adopted GitHub Actions for build and test automation but have not yet standardised
workflow templates across repositories. Each application team maintains its own ad-hoc workflow YAML, resulting in
inconsistent test-coverage gates (some teams enforce 60%, others 40%, some none), varying NuGet restore strategies
(some use caching, most do not), and no shared secrets management policy.

Deployments may be triggered by CI events but still require manual confirmation steps performed outside the pipeline-
a Slack message to a senior engineer, a JIRA ticket transition, or an informal 'heads up' in a team channel. This manual
coordination creates invisible deployment dependencies that are undocumented and unauditable, making SOC 2 change
management evidence collection a laborious retrospective exercise at audit time.

The HIPAA risk at Level 2 is significant: without a standardised audit-log format and centralised deployment record,
demonstrating the change management controls required by SOC 2 CC6.8 requires manual evidence collection from
multiple systems-GitHub commit history, Slack messages, JIRA tickets, and deployment scripts-that are inconsistently
correlated and potentially incomplete.
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3.3 Level 3 — Defined

Level 3 represents the first tier at which an organisation can credibly claim CI/CD as a compliance enabler rather than a
compliance liability. This transition typically requires eight to sixteen weeks of dedicated platform engineering effort
and produces four categories of durable infrastructure: reusable workflow templates, a compliance gate module,
environment protection rules, and immutable deployment logs.

Reusable workflow templates are stored in the organisation-level .github repository and consumed by all product
repositories via the uses: keyword in workflow YAML. This single-source-of-truth model ensures that all repositories
benefit immediately from improvements to the shared pipeline-a SAST rule update, a new compliance check, a faster
caching strategy-without requiring individual team action.

The Test-HIPAAComplianceGate PowerShell function performs pre-deployment static analysis of application
configuration files, validating the presence and correctness of encryption, audit logging, and PHI masking settings
before any deployment proceeds. Failed compliance checks surface as named, actionable errors in the GitHub Actions
workflow summary, typically reducing configuration-error MTTR from hours to under fifteen minutes for engineers
familiar with the module's output format.

3.4 Level 4 — Measured

At Level 4, the organisation begins treating the pipeline itself as a measured, managed system. The four DORA metrics
are collected automatically from GitHub workflow events-deployment events for deployment frequency, PR creation-
to-merge timestamps for lead time, deployment status events for change failure rate-and surfaced in a near-real-time
dashboard. This dashboard transforms pipeline health from an informal 'feel' into a quantified, manageable engineering

property.

SLA gates encoded in Deploy-HealthcareApp.psl prevent deployments when observable error rates or latency
baselines in the staging environment are breached. This 'deploy if staging is healthy' policy eliminates a class of
production incidents caused by deploying to environments where downstream integration dependencies are degraded-a
particularly common failure mode in healthcare SaaS environments with complex EHR integration landscapes.

Automated rollback-triggered by post-deployment Pester test failures or Azure Monitor alert rule firing-eliminates the
need for after-hours on-call escalations for the majority of regression incidents. In the three study organisations,
automated rollback handled 73% of deployment regressions without human intervention, with median rollback time of
eleven minutes.

3.5 Level 5 — Optimising

Level 5 is a continuous improvement posture rather than a stable end-state, distinguished from Level 4 by the shift from
reactive measurement to proactive system improvement. Organisations at this level conduct quarterly chaos
engineering exercises against staging environments, intentionally injecting infrastructure failures to validate recovery
procedures before they are needed in production.

Feature-flag-based deployments, implemented using a platform such as LaunchDarkly or Azure App Configuration,
decouple the act of deploying code from the act of releasing features to users. This decoupling allows dark deployments
of potentially breaking changes, validation of new features with cohort-based rollout, and instant feature-level rollback
without redeployment-a capability with direct patient-safety value in clinical SaaS contexts where a new feature may
interact unexpectedly with a specific EHR vendor's data model.

Machine-learning assisted anomaly detection on deployment telemetry-implemented using Azure Monitor Workbooks
or custom Python models consuming the GitHub Events API-surfaces novel failure modes before they manifest as
patient-facing incidents, shifting the operational posture from incident response to incident prevention.

IV. GITHUB ACTIONS WORKFLOW ARCHITECTURE
The reference pipeline architecture for .NET healthcare SaaS at CPMM Level 3—4 consists of eight sequential jobs
grouped into three logical phases: Validation (Code trigger through SAST Scan), Packaging (Package and SBOM), and

Deployment (Stage Deploy through Production Deploy). Figure 2 presents the stage topology; Table 2 specifies each
stage with empirically observed durations.
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Figure 2: GitHub Actions Pipeline Stage Flow

GitHub Actions Pipeline - Stage Flow for .NET Healthcare SaaS

Code Commit [gBuild and Restordgd UnitTests [gd SASTScan [gd Package SBOM [gd Stage Deploy [gd Approval Gate gd Prod Deploy

Approval Gate enforces HIPAA change-management review before production deployment

Figure 2. Linear eight-stage pipeline topology. The Approval Gate (darkest box) enforces a GitHub Environment
protection rule requiring a named human reviewer before the production deployment job is permitted to execute,
satisfying HIPAA §164.312(d) person-authentication and SOC 2 CC6.8 change-management controls.

Table 2: GitHub Actions Pipeline Stage Specifications

Branch protection events, Dependabot PRs, schedule
<lIs triggers for nightly regression. Concurrency groups
prevent queue pile-up on rapid commits.

push / pull_request

Trigger events

NuGet restore with GitHub Packages caching; private
Restore dotnet restore 45-90 s feed authentication via NUGET _TOKEN secret; lock-file
verification enforced to detect supply-chain tampering.

dotnet build — Multi-target .NET 6 and .NET 8; WarningsAsErrors
Build confieuration Release 2-5 min enforced; deterministic builds enabled; MSBuild binary
£ logs uploaded as artefacts for flaky-build diagnosis.

xUnit / NUnit; 80% line-coverage gate enforced; results
Unit Tests dotnet test + coverlet 3-8 min published as JUnit XML; test trends graphed via GitHub
Actions test summary page.

CWE top-25 checks; PHI data-flow taint analysis; HIPAA

+ . .
SAST Scan Su(l)gseQL OUEHDITIES 5—12 min § 164.312 control mapping; results uploaded as SARIF to
GitHub Security tab for centralized triage.
Self-contained linux-x64 binaries; distroless base image
Package dotnet publish + >4 min reduces attack surface; SBOM generated via Syft;
& Docker build container image signed with cosign using Azure Key
Vault key.
PS Denloy- Blue/green slot swap on Azure App Service; warm-up
Stage Deploy Heal thI()zarz A o1 4-8 min probe waits for 200 on /health; Pester smoke-test suite
PP-p executes; HL7 FHIR R4 conformance endpoint validated.
GitHub Environment with named approvers; approval
Prod Deploy Required-reviewer gate -5 min audit logged to Azure Monitor; post-deploy Pester

+ PS script regression; Export-AuditManifest uploads SOC 2
evidence package.
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Table 2. Reference GitHub Actions pipeline for .NET healthcare SaaS. Durations measured across 1,200 workflow runs
on 4-vCPU ubuntu-22.04 GitHub-hosted runners during Q4 2021 to Q1 2022. Ranges represent P10 to P90 percentiles.
FHIR = Fast Healthcare Interoperability Resources; SBOM = Software Bill of Materials.

4.1 Workflow Template Architecture

The reusable workflow template pattern-available in GitHub Actions since November 2021-enables organisations to
define standard pipeline logic once in a .github organisation repository and call it from any product repository with a
single uses: directive. For healthcare SaaS organisations, this pattern provides three concrete benefits beyond code
reuse: enforced compliance gates cannot be bypassed by individual teams; pipeline improvements are applied fleet-
wide without per-repository pull requests; and audit evidence for all repositories is generated in a consistent, machine-
parseable format.

The organisation-level repository in the study organisations' implementations contained three reusable workflows:
build-and-test.yml (covering restore, build, unit test, and coverage gate), security-scan.yml (CodeQL analysis with
custom HIPAA rule pack, Trivy container scanning, and Syft SBOM generation), and deploy.yml (wrapping the
PowerShell deployment module with environment-specific parameter injection). Product repositories call all three via a
parent workflow that orchestrates sequencing and passes environment-specific inputs.

4.2 Secrets Management Architecture

All credentials-NuGet feed personal access tokens, Azure service principal certificates, HIPAA-scoped application
secrets, and integration API keys-are stored as GitHub Actions encrypted secrets at the appropriate scope. The three
scope levels used in the study implementations were: organisation secrets for credentials shared across all repositories
(NuGet feed PAT, Slack webhook); environment secrets scoped to the staging or production environment (Azure
deployment credentials, database connection strings); and repository secrets for repository-specific configuration.

Environment-scoped secrets are inaccessible to workflow jobs running outside the named environment-a pull-request
validation workflow cannot access production database credentials even if an attacker injects malicious code into a PR.
This scope isolation directly satisfies the HIPAA minimum-necessary access principle for pipeline credentials handling
ePHI-adjacent configuration.

4.3 FHIR Endpoint Smoke Testing

Healthcare SaaS products frequently expose or consume HL7 FHIR R4 APIs. The post-deployment smoke test suite
executes a PowerShell Pester test suite against the deployed environment, validating three categories of FHIR
compliance: structural (the FHIR conformance endpoint returns a valid CapabilityStatement resource with correct
MIME type); functional (patient search by MRN returns a 200 with a valid Bundle resource containing at least one
Patient resource); and security (SMART on FHIR OAuth2 token issuance succeeds for a test client with patient/*.read
scope).

Failure of any smoke test triggers the Deploy-HealthcareApp rollback path immediately, without requiring human
intervention or a monitoring alert escalation cycle. In the study organisations, FHIR smoke test failures caught three
production-bound regressions during the study period-two related to SMART scope misconfiguration after a
dependency update, one related to a CapabilityStatement serialisation regression introduced by a HL7 library upgrade.

V.POWERSHELL AUTOMATION LAYER

PowerShell serves as the orchestration and compliance automation language throughout the CPMM reference
architecture. The HealthcarePipeline.psm1 module abstracts platform-specific complexity-Azure App Service slot swap
mechanics, GitHub API invocation, Teams Adaptive Card schema-behind domain-oriented function names that express
deployment intent in healthcare engineering vocabulary. Figure 9 shows the module function dependency map; Table 4
provides the complete function inventory.
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Figure 9: HealthcarePipeline PowerShell Module - Function Dependency Map

HealthcarePipeline PowerShell Module - Function Dependency Map

est-HIPAAComplianceGatg

Invoke-DotNetPipeline

Deploy-HealthcareApp

~. T =T
Heakhga!')gElpeﬁ ne
-psm‘medule
’ ~
Send-PipelineAlert Export-AuditManifest

Figure 9. Function dependency map of the HealthcarePipeline.psm1 module. The central module node exports five
public functions; dashed lines indicate logical dependency relationships rather than direct call chains. All functions
support -Whatlf and -Verbose parameters.

Table 4: PowerShell Module - Function Inventory

Wraps dotnet CLI calls with structured error handling; handles

. Build multi-project solution traversal; captures MSBuild binary logs;
LGN IS Orchestration supports -WhatIf dry-run mode for safe local testing without side
effects.

Validates EncryptionAtRest.Enabled, AuditLog.Sink presence, PHI

Test- Compliance masking patterns across 18 Safe Harbor identifiers, and plaintext
HIPAAComplianceGate Validation password absence in all appsettings files before any deployment gate
is passed.

Orchestrates Azure App Service slot swap; waits for warm-up health
Zero-Downtime endpoint; runs Pester smoke tests; initiates automatic rollback on
Deployment HTTP 5xx spike or Pester failure; logs all deployment events to
Azure Monitor.

Deploy-Healthcare App

Posts to Microsoft Teams Adaptive Card with colour-coded status
Send-PipelineAlert Notifications (green/amber/red); attaches coverage delta percentage, SAST
severity summary, and DORA metric snapshot on failure events.

Generates JSON manifest capturing Git SHA, NuGet package
SOC 2 Evidence hashes, PR reviewers, deployment approver GitHub IDs, Pester test
Package summary, and SAST classification. Uploaded as GitHub Actions
artefact with 2-year retention for SOC 2 Type II audit readiness.

Export-AuditManifest

Table 4. Core public functions in HealthcarePipeline.psm1 v1.0. The module is published to a private GitHub Packages
NuGet feed; version is pinned per environment to prevent unintentional pipeline behaviour changes.
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5.1 Compliance Gate Design

Test-HIPAAComplianceGate is the most operationally significant function in the module. It performs pre-deployment
static analysis of the application configuration file hierarchy, evaluating six compliance dimensions:

1. Encryption at rest: EncryptionAtRest.Enabled must be true for all storage connection configurations. The check
traverses connection string entries in appsettings.json and validates that each storage endpoint has a corresponding
encryption policy entry.

2. Audit log sink registration: AuditLog.Sink must be non-null and the configured endpoint must respond to a
connectivity probe (using Test-NetConnection -ComputerName). An unconfigured or unreachable audit sink is treated
as a deployment blocker, not a warning.

3. PHI masking configuration: Logging.PHIMaskingEnabled must be true and the PhiFieldPatterns array must contain
patterns covering all 18 HIPAA Safe Harbor identifiers, validated against a canonical pattern library embedded in the
module.

4. Connection string security: No connection string value may contain plaintext password parameters. The check
applies regex patterns for common password parameter names (Password=, Pwd=, pwd=, password=) against all
connection string values.

5. TLS configuration: All service endpoint URIs must use the https:// scheme. HTTP endpoints that would transmit
ePHI in transit are flagged as blocking violations.

6. Key Vault integration: For production environments, all connection strings must be Key Vault references (formatted
as @DMicrosoft.KeyVault(VaultName=...)) rather than literal values, enforcing the separation of secrets from
configuration.

If any check fails, the function throws a terminating PowerShell error with a structured error record specifying the
violated control, the configuration path where the violation was found, and a remediation code linking to internal
documentation. GitHub Actions surfaces this as a named failed step in the workflow summary, typically reducing
compliance-configuration MTTR from hours (requiring a HIPAA analyst review) to under fifteen minutes for engineers
who have internalized the module's error taxonomy.

5.2 Audit Manifest Export

Export-AuditManifest generates a structured JSON deployment evidence package containing seven categories of
information: source provenance (Git commit SHA, branch, committer, timestamp); build inputs (SDK version, target
framework, NuGet packages with content hashes from the lock file); security scan results (CodeQL query suite,
severity counts, suppressed finding justifications); test evidence (Pester and dotnet test result summaries, coverage
percentages); approval chain (GitHub Environment reviewer names and user IDs, approval timestamps); deployment
topology (Azure subscription ID, resource group, App Service name, slot names used); and HIPAA gate results
(pass/fail status for each of the six compliance dimensions described above).

The manifest is uploaded as a GitHub Actions artefact with a 2-year retention policy (configurable to 7 years for
organisations subject to stricter record retention requirements). The manifest file format is versioned using a schema
property, enabling downstream tooling-audit management platforms, GRC systems, SOC 2 evidence dashboards-to
consume manifests across schema versions without breakage.

VI. HIPAA CONTROL MAPPING
A core contribution of this paper is the explicit mapping of HIPAA Security Rule technical safeguard requirements to

specific CI/CD pipeline capabilities. Figure 8 illustrates this mapping visually; Table 5 provides the detailed cross-
reference.
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Figure 8: HIPAA Security Rule - CI/CD Pipeline Control Mapping

HIPAA Security Rule - CI/ICD Pipeline Control Mapping

HIPAA Controls (top row)

164.312(a) Access Control

164.312(b) Audit Controls 164.312(c) Integrity 164.312(e) Transmission Sec

Pipeline Implemgntations (bottom row)

GitHub Env
Protection Rules

Export-AuditManifest Artefact Signing TLS 1.3 Deploy
Azure Monitor SBOM via Syft Channels plus FHIR

Secrets Mgmt Immutable Logs Hash Verification HTTPS Endpoints

Figure 8. Four-column mapping of HIPAA Security Rule provisions (top row) to their pipeline-level implementations
(bottom row). Arrows indicate the compliance obligation-to-capability relationship.

Table S: HIPAA Security Rule - CI/CD Pipeline Control Cross-Reference

GitHub Environments with named-
Access Control — Unique user ID, reviewer protection rules; OIDC
emergency access, auto logoff federated identity for Azure; no long-
lived service principal secrets.

§164.312(a)(1) Technical

Export-AuditManifest captures full
deployment provenance; Azure
Monitor workspace receives immutable
structured logs; retention set to 2+
years.

Audit Controls — Hardware,

3164.312(b) Technical software, procedural mechanisms

Container image signing via cosign +
Key Vault; SBOM generated per
release; NuGet lock-file enforced;
dependency hash verification in restore

Integrity — Protect ePHI from

§164.312(c)(1) Technical fmigraper flmmion

step.
Required reviewer gate enforces human
. Person Authentication — Verify approval; approver identity logged with
3164.312(d) Technical identity before granting access GitHub user ID; MFA enforced at

organisation level via GitHub policy.

All deployment channels use TLS 1.3;
FHIR endpoints validated for HTTPS-
only; secrets transmitted exclusively
via GitHub Actions encrypted secret
injection.

Transmission Security — Guard

§164.312(e)(1) Technical PHI in transit

DORA dashboard provides continuous
Evaluation — Periodic delivery performance evaluation;
§164.308(a)(8) Administrative . . . quarterly chaos engineering exercises
technical/non-technical evaluations . o
validate recovery capability; CodeQL

scans on every PR.

Table 5. Mapping of HIPAA Security Rule technical safeguard standards and implementation specifications to pipeline
capabilities. OIDC = OpenlD Connect; SBOM = Software Bill of Materials; MFA = Multi-Factor Authentication.
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The mapping reveals that a well-instrumented Level 3 pipeline satisfies the majority of HIPAA §164.312 technical
safeguard requirements as a side effect of standard DevOps practice. The compliance overhead is not additive to the
pipeline; it is embedded in the pipeline's normal operation. This observation directly challenges the prevailing
healthcare industry assumption that regulatory compliance and delivery velocity are in tension.

VII. DORA PERFORMANCE BENCHMARKS

Table 3 compares DORA metric performance at three points: the elite benchmark threshold established by the State of
DevOps research, the industry median for healthcare SaaS organisations (from HIMSS Analytics 2021 and
supplementary interviews), and the observed performance of the three study organisations twelve months after reaching
CPMM Level 4. Figures 3, 7, and 10 provide graphical representations of key metric trends.

Table 3: DORA Metrics - Elite Benchmark vs Healthcare SaaS Observations

. . Once per day (hotfix on-

Deployment Frequency Multiple times per day Once per week -

Lead Time for Changes <1 hour 1 week <4 hours

Change Failure Rate 0-5% 16-30 % 4.2 %

Time to Restore Service <1 hour 1 day <2 hours (automated
rollback)

MTTR (Mean Time to < 30 minutes 4-8 hours 45 minutes

Recovery)

% Changes Requiring o o o

Rollback <2% 8-15% 1.8%

Table 3. Extended DORA six-key metrics. Elite and median benchmarks sourced from Accelerate State of DevOps
Report 2021 and HIMSS Analytics Healthcare IT DevOps Survey 2021. Sample-org figures represent the arithmetic
mean across three mid-market healthcare SaaS organisations at 12 months post-Level-4 attainment.

Figure 3: DORA Metrics - Elite vs Median vs Sample Organisation

DORA Metrics: Elite vs Median vs Sample Org (% of Elite)

100% 100% 100%
100
85% 88%
80%
— 72%
2 42%
35%
28%
T‘ . =
Deployment Frequency Lead Time Changes Change Failure Rate Time to Restore
B Elite Benchmark [ ] Industry Median Sample Org L4

Figure 3. Grouped bar chart comparing DORA metric performance. Values expressed as percentage of elite benchmark.
Healthcare SaaS industry median lags the elite benchmark by 60—80% on most metrics; the study organisations' post-
Level-4 performance is within 10—-15% of elite on all metrics.
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7.1 Change Failure Rate Analysis

The most dramatic improvement observed across the three study organisations was in Change Failure Rate, which
declined from a pre-intervention median of 23.4% to 4.2% post-Level-4. Figure 7 traces this decline over 18 months
with CPMM milestone markers.

Figure 7: 18-Month Change Failure Rate Trend

18-Month Improvement: Change Failure Rate (%) - Sample Organisation

L3 Reached L4 Reached L5 Target
I

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
!

ML M4 M7 M10 M13 M16

B Change Fallure Rate (%)

Figure 7. Monthly change failure rate (%) over 18 months. Vertical dashed lines mark CPMM level attainment events.
The steepest decline occurs between M5 (L3 attainment) and M11 (L4 attainment), driven primarily by SAST gate
introduction and automated rollback capability.

Interview data from the three organisations attributed the CFR improvement to four specific pipeline capabilities
introduced at Level 3 and above: the CodeQL SAST gate catching security misconfigurations and injection
vulnerabilities before they reached staging (responsible for approximately 35% of CFR reduction); the FHIR smoke-
test suite detecting integration regressions within minutes of deployment rather than during business hours (28%);
automated rollback eliminating the 'fail slow' pattern (22%); and the HIPAA compliance gate preventing misconfigured
deployments that would have passed code review but failed in production (15%).

7.2 Deployment Frequency Analysis

Deployment frequency-the metric most directly constrained by HIPAA change-management obligations-improved
from a weekly cadence to a daily cadence for patch and minor releases, and to on-demand for emergency hotfixes.
Figure 10 shows the growth in deployment frequency by release type over the study period.

Figure 10: Deployment Frequency Growth by Release Type

Deployment Frequency Growth by Release Type (Deployments/Week)
L2 L3 L4

Blwk

1
1
I
1
1
1
1
1
1
1
1
1
1
1
1
I

2hwk

Olwk
M1 M4 M7 M10 M13 M16

@ vajor I Minor/Patch Hotfix
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Figure 10. Stacked area chart of weekly deployments by release type across 18 months. Hotfix deployments (light,
bottom band) grow most rapidly as automated rollback reduces the fear of rapid hotfix cycles. Major releases (dark, top
band) remain regulated by CAB approval but decrease in administrative burden.

Major releases (those requiring Change Advisory Board approval under each organisation's HIPAA change
management policy) remained on a bi-weekly cadence, but the administrative overhead per release was reduced by
70% through automated generation of the deployment evidence package consumed directly by the CAB review portal.
CAB reviewers reported that the structured JSON manifest format enabled faster, higher-confidence review compared
to the previously manual evidence aggregation process.

VIII. REFERENCE ARCHITECTURE

Figure 6 presents the four-layer reference architecture spanning the developer workstation through the Azure cloud
deployment target. Each layer exposes specific capabilities consumed by the adjacent layers; the CI/CD automation
layer mediates between the GitHub platform and the Azure cloud.

Figure 6: Reference Architecture - .NET Healthcare SaaS CI/CD Toolchain

Reference Architecture - .NET Healthcare SaaS CI/CD Toolchain

Developer Workstation GitHub Platform CI/CD Automation Azure Cloud

Source Control Reusable Workflows App Service Slots
Actions Runners PS Module Azure Monitor
GitHub Packages CodeQL SAST Key Vault

Env Protection Gates SBOM via Syft FHIR Service

Arrows show pipeline data flow: code commit triggers build runners, then artefact registry, then cloud deployment targets

Figure 6. Four-layer CI/CD toolchain architecture. Layer opacity increases left to right to indicate deployment
proximity to production. Arrows show the primary data flow direction: code commits trigger runner jobs, which
produce artefacts stored in GitHub Packages, deployed to Azure App Service via the PowerShell module.

The architecture's key design principle is that no layer has direct write access to production infrastructure except
through the approved pipeline path. Developer workstations have no direct Azure credentials; the GitHub platform
triggers runners that execute the PowerShell module; the module uses federated identity (OIDC) tokens scoped to the
target environment rather than long-lived service principal secrets. This principle of zero-standing-privilege pipeline
access is increasingly recommended by Azure security guidance and directly maps to HIPAA §164.312(a) access
control requirements.

IX. MIGRATION ROADMAP
Figure 5 presents the indicative CPMM migration timeline; Table 6 details investment requirements by transition

phase. The timeline is calibrated to organisations with two to four engineers available for platform work and assumes
no pre-existing CI/CD automation.
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Figure 5S: CPMM Migration Roadmap - Indicative Timeline

CPMM Migration Roadmap - Indicative Timeline (Weeks)

nitiativeWo w4 w8 W12 W16 W20 W24 W28 W32 W36
Migrate repos to GitHub
Basic GH Actions workflow
Dependabot + secrets baseline
Reusable workflow templates
PS HealthcarePipeline module
CodeQL + HIPAA SAST rules

Env protection + audit logs

DORA metrics dashboard _
SLA-gated deployments _
Auto rollback (App Service) _
Chaos engineering baseline —

Feature-flag blue/green deploy

B Phase 3: L3to L! I !!ase ! ! 0 !!

Phase 1: L1to L2 Phase 2: L2 10 L3

Figure 5. Gantt-style migration roadmap showing indicative timeline in weeks for each CPMM level transition. Colour
bands indicate the four migration phases. Parallel bars reflect tasks that can proceed concurrently within a phase.

Table 6: CPMM Migration Investment by Transition Phase

Basic YAML pipelines; secrets

GitHub Actions, baseline; dotnet build/test
St OV Be=llpenng=ris Dependabot automation; Dependabot security
updates enabled
Org-level workflow templates;
GH Reusable HealthcarePipeline.psm1 v1.0;
L2 > L3 8—16 weeks 2—4 FTE-wks Workflows, CodeQL, CodeQL SAST; HIPAA
PS Module compliance gate; environment
protection rules
DORA metrics pipeline; SLA-
DORA Dashboard, gated deployments; automated
L= ILx 2lweds | 55 FllEmis Pester, Grafana rollback; SOC 2 audit manifest;
Teams alerting integration
Chaos engineering runbooks;
Chaos tools. Feature blue/green with feature flags; ML
L4 —- L5 1624 weeks =~ 4-6 FTE-wks ’ anomaly detection PoC; SaMD

flags, LaunchDarkly

readiness assessment; quarterly
game days

Table 6. Investment requirements by CPMM level transition. FTE-weeks represents the total dedicated platform
engineering effort; primary tooling costs assume GitHub Team plan and Azure pay-as-you-go pricing as of Q1 2022.

9.1 Phase 1: Level 1 to Level 2 (Weeks 0-8)
The Level 1 to Level 2 transition has the highest return on investment of any CPMM phase. Requiring less than one
FTE-week of senior engineer time, it eliminates the most severe compliance risks (credentials in source code,
undocumented deployments) and establishes the foundational toolchain for all subsequent phases.

1. Migrate all application repositories to GitHub.com or GitHub Enterprise Server 3.3+ with branch protection enabled

on the main branch.
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2. Author a minimal GitHub Actions workflow per repository: actions/checkout — actions/setup-dotnet — dotnet
restore — dotnet build — dotnet test.

3. Establish a GitHub Secrets baseline at the organisation level: NUGET AUTH TOKEN for private feed access,
AZURE CREDENTIALS for deployment authentication, NOTIFY WEBHOOK for pipeline status notifications.

4. Enable Dependabot for NuGet security alerts and auto-merge of patch-level security updates, establishing a passive
vulnerability management baseline.

5. Configure branch protection rules: require PR review by at least one reviewer, require status checks to pass before
merging, restrict force-pushes to the main branch.

9.2 Phase 2: Level 2 to Level 3 (Weeks 6-18)

The Level 2 to Level 3 transition is the most strategically significant phase because it transforms the pipeline from a
developer convenience into a compliance asset. This transition requires joint effort from a DevOps engineer and a
HIPAA compliance officer to ensure that the compliance gate logic in Test-HIPAAComplianceGate correctly reflects
the organisation's specific risk profile and appsettings.json configuration schema.

1. Create the organisation-level .github repository with three reusable workflow templates: build-and-test.yml,
security-scan.yml, and deploy.yml.

2. Implement and publish HealthcarePipeline.psml v1.0 to a private GitHub Packages NuGet feed, with Test-
HIPAAComplianceGate customised to the organisation's appsettings schema.

3. Integrate CodeQL with the HIPAA-extended query pack (available in the CodeQL Community repository) into the
security-scan.yml template.

4. Configure GitHub Environments-staging and production-with required-reviewer protection rules specifying named
senior engineers and HIPAA security officers as required approvers.

5. Instrument deployment events to Azure Monitor using the Deploy-HealthcareApp module's built-in telemetry;
validate that the audit log captures the required fields for SOC 2 CC6.8 evidence.

9.3 Phase 3: Level 3 to Level 4 (Weeks 16-36)

The Level 3 to Level 4 transition shifts the pipeline from a compliance-oriented capability to a performance-oriented
capability. The defining investment of this phase is the DORA metrics dashboard, which requires integration between
the GitHub Events API, an Azure Monitor workspace, and a visualisation layer (Grafana, Power BI, or Azure Monitor
Workbooks).

1. Stand up the DORA metrics data pipeline: GitHub webhook — Azure Event Hub — Stream Analytics — Azure
Monitor workspace — Grafana dashboard.

2. Extend Deploy-HealthcareApp.psl with SLA gate logic: query the staging environment's Azure Monitor metrics for
HTTP 5xx rate and P99 latency; fail the deployment if either threshold is breached.

3. Implement Pester-driven automated rollback: if the post-deployment smoke-test suite fails, invoke the App Service
slot swap in reverse to restore the previous deployment slot.

4. Integrate Send-PipelineAlert with the engineering team's Microsoft Teams channel, configuring colour-coded
adaptive card notifications with direct links to the failed workflow run and DORA dashboard.

9.4 Phase 4: Level 4 to Level 5 (Weeks 34+)

Level 5 is an ongoing investment rather than a one-time project. Organisations should plan for quarterly chaos
engineering exercises, bi-annual feature-flag architecture reviews, and annual SaMD compliance assessments as
standing activities rather than time-bounded projects. The investment in Level 5 capabilities pays dividends primarily
in risk reduction and team confidence rather than in throughput metrics.

X. INVESTMENT VS COMPLIANCE RISK REDUCTION
Figure 11 plots cumulative automation investment against measured compliance risk reduction across the five CPMM
levels, illustrating the diminishing-returns relationship that characterises maturity model progressions. Notably, Level 3

represents an inflection point: organisations that reach Level 3 have reduced approximately 48% of their quantified
compliance risk with only 22% of the total Level 5 automation investment.
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Figure 11: Cumulative Automation Investment vs Compliance Risk Reduction

Cumulative Automation Investment vs Compliance Risk Reduction (%)

B Automation Investment B Compliance Risk Reduction

Figure 11. Line chart comparing cumulative automation investment (solid line, ACCENT) against measured
compliance risk reduction (dashed line) as a percentage of Level 5 baseline. The inflection at Level 3 indicates the
highest marginal return phase. Data derived from post-hoc cost analysis across three study organisations.

The practical implication of Figure 11 is that organisations under acute HIPAA audit pressure should prioritise Level 3
attainment above all else. The Level 2 to Level 3 transition delivers more compliance risk reduction per FTE-week
invested than any other phase, primarily because the compliance gate and immutable audit log capabilities address audit
evidence generation-the primary source of compliance audit findings in the study organisations-at their root cause.

Organisations with more latitude-those in earlier stages of growth or with upcoming SOC 2 Type II certification
windows 12 or more months away-should invest in Level 4 capabilities, which deliver the largest throughput
improvements (deployment frequency, lead time) and position the organisation to absorb future regulatory
requirements without emergency remediation cycles.

XI. CAPABILITY RADAR: LEVELS 1,3, AND §

Figure 4 presents a capability radar chart comparing three representative maturity snapshots-Level 1, Level 3, and
Level S-across six pipeline capability dimensions: Build Automation, Test Gating, SAST/Security, Deployment
Automation, Audit and Compliance, and Rollback and Reliability. The radar format makes cross-dimension capability
imbalances immediately visible, enabling engineering leaders to identify the specific dimensions most constraining
their maturity advancement.

Figure 4: Capability Radar - CPMM Levels 1, 3, and S

Capability Radar - CPMM Levels 1,3 and 5

Build Automation

Test Gating Rollback Reliability

SAST Security Audit Compliance

L1 Initial
@8 L3 Defined Deploy Automation
@8 LS Optimising

IJAREEIE © 2022 | An ISO 9001:2008 Certified Journal | 2877


http://www.ijareeie.com/

International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering (IJAREEIE)

?_”J' ° | e-ISSN: 2278 — 8875, p-ISSN: 2320 — 3765| www.ijareeie.com | Impact Factor: 8.18 | A Monthly Peer Reviewed & Refereed Journal |
IJAREEIE

%m| || Volume 11, Issue 7, July 2022 ||
| DOI:10.15662/IJAREEIE.2022.1107037 |

Figure 4. Radar chart of pipeline capabilities by CPMM level. Each axis represents a capability dimension scored 0
(centre) to 1.0 (outer ring). The significant gap between Level 1 and Level 3 in the Audit and Compliance and
SAST/Security dimensions reflects the priority ordering of the CPMM reference implementation for healthcare SaaS.

The radar diagram highlights a structural characteristic of healthcare SaaS CI/CD maturity: Audit and Compliance
capability consistently lags behind Build Automation and Test Gating at Levels 1 and 2, because the regulatory
instrumentation of pipelines is not addressed by generic DevOps frameworks. The CPMM specifically addresses this
imbalance by making compliance gate introduction a Level 3 prerequisite rather than a Level 4 enhancement.

XII. LIMITATIONS AND THREATS TO VALIDITY

This study has several limitations that future research should address.

Sample composition: All three study organisations are US-based, mid-market (50-500 employees) healthcare SaaS
vendors subject to HIPAA. The compliance gate logic in Test-HIPAAComplianceGate reflects HIPAA §164.312
technical safeguard requirements; organisations operating under GDPR Article 32, the NHS Data Security and
Protection Toolkit, or the EU Medical Device Regulation (MDR) for SaMD would need to adapt the compliance gate
logic to their applicable regulatory frameworks.

Temporal scope: The DORA metrics improvement figures represent a 12-month post-Level-4 snapshot. Longitudinal
data beyond 12 months-particularly through personnel transitions, technology stack upgrades, and organisational
growth events-would strengthen the generalisability of the performance claims.

Artefact availability: The PowerShell module described is representative of production implementations but is not
open-sourced as part of this publication due to customer confidentiality requirements. Researchers seeking to replicate
results will need to re-implement the module from the specifications in Table 4. The authors are in discussions with the
study organisations about open-sourcing a sanitised reference implementation.

Selection bias: The three study organisations self-selected into the research by agreeing to share pipeline metrics data.
They may be systematically more receptive to DevOps investment than the broader healthcare SaaS population,
potentially overstating achievable improvement rates.

XIII. FUTURE WORK

Several directions for future research emerge from this study:

e Multi-cloud extension: The reference architecture is Azure-specific. A GCP/AWS variant of the deployment
module, using native managed identity and cloud-provider-specific FHIR services (Google Cloud Healthcare API,
AWS HealthLake), would extend CPMM applicability to a broader population of healthcare SaaS organisations.

* Kubernetes workloads: The architecture addresses Azure App Service deployments. An extension addressing
container-orchestrated .NET workloads on AKS or EKS-incorporating GitOps workflows with Flux or ArgoCD,
Kubernetes-native HIPAA policy enforcement with OPA Gatekeeper, and Helm-based blue/green deployments-would
cover the growing segment of healthcare SaaS teams adopting Kubernetes.

* SaMD compliance: The FDA's 2022 draft guidance on cybersecurity in medical devices includes requirements for
software change management, SBOM maintenance, and vulnerability disclosure that substantially overlap with Level 4
and Level 5 CPMM capabilities. Future work should formalise the mapping between CPMM levels and FDA SaMD
cybersecurity guidance sections.

* Open-source tooling: Publishing a reference implementation of HealthcarePipeline.psml as an open-source
PowerShell module on GitHub, with a companion set of GitHub Actions workflow templates, would allow broader
validation of the CPMM through community adoption and contribution.

XIV. CONCLUSION
This paper has presented the CI/CD Pipeline Maturity Model (CPMM), a five-level framework for NET healthcare
SaaS organisations seeking to improve delivery performance while maintaining and demonstrating HIPAA and SOC 2

compliance. By operationalising the model through eight-stage GitHub Actions reusable workflows and the
HealthcarePipeline PowerShell automation module, three real-world organisations achieved Level 4 within 18 months.
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The measured outcomes are significant: a 67% reduction in change-failure rate (from 23.4% to 4.2%); a fourfold
improvement in deployment frequency; an 82% reduction in compliance audit-preparation effort (from an estimated
120 person-hours per audit cycle to 22 hours with automated manifest generation); and zero HIPAA compliance
findings in post-Level-3 external audits across all three organisations.

The central thesis of this work-that CI/CD maturity and regulatory compliance are complementary rather than in
tension-is supported by both the quantitative performance data and the structural analysis of HIPAA technical
safeguard requirements. A Level 3 pipeline generates the artefacts that HIPAA §164.312 and SOC 2 CC6.8 require as
natural outputs of standard DevOps practice: immutable deployment logs satisfy audit control requirements; container
image signing satisfies integrity control requirements; environment protection rules satisfy access control and person-
authentication requirements. The compliance obligation does not add cost to the pipeline; it justifies the investment in
pipeline maturity to healthcare organisations for whom compliance risk is a primary budget driver.

The authors encourage healthcare SaaS engineering leaders to treat the CPMM not as a prescriptive checklist but as a
navigational instrument: a structured way to locate their current capabilities, understand the marginal value of the next
investment, and build the case for DevOps spending to compliance-oriented stakeholders who may not yet see delivery
performance and regulatory posture as two faces of the same coin.
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